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Abstract

As a result of advances in technology, large amounts of data can be collected
and stored. Significant development of the Internet and easier access to it have
contributed to collecting large amounts of information about users’ characteristics.
Along with these changes, concerns about privacy of data have emerged. Several
methods of preserving privacy classification have been proposed in literature. None
of them use simultaneously continuous and nominal attributes distorted with the
randomization-based technique.

To make privacy preserving classification and the randomization-based tech-
nique useful in the real situations, we propose new solutions which allow data
miners to use different types of data (continuous and nominal attributes at the
same time). Effectiveness of the new solutions has been tested and presented in
this paper.

Keywords: data mining, privacy preserving, probability distribution reconstruc-
tion, continuous and nominal attributes, classification, decision tree

1 Introduction

Large amounts of data have been collected recently and data mining algorithms
are used to discover knowledge hidden in this data. Considering this situation
users are afraid of revealing sensitive values, what leads to inaccuracy of the data
and the models. To encourage people to provide information, even about sensitive
values, privacy preserving techniques have been proposed.

One of the areas where privacy preserving has been widely studied is classifi-
cation and several methods have been proposed in literature for centralized data
which was distorted using randomization-based techniques. None of them could
be used for continuous and nominal attributes simultaneously, what means that
these methods have limited application in the real world.

The new proposals presented in this paper allow data miners to build deci-
sion tree over data modified with randomization-based technique containing both
continuous and nominal attributes.



134 Piotr Andruszkiewicz

1.1 Related Work

Privacy Preserving Data Mining in classification has been extensively discussed
recently (Agrawal and Srikant, 2000) (Lindell and Pinkas, 2000) (Agrawal and
Aggarwal, 2001) (Du and Zhan, 2003) (Yang et al., 2005) (Zhang et al., 2005)
(Xiong et al., 2007).

Papers (Lindell and Pinkas, 2000) and (Yang et al., 2005) represent crypto-
graphic approach to Privacy Preserving. We use different approach – randomiza-
tion-based technique.

Privacy preserving for individual values in distributed data is considered in
(Zhang et al., 2005) and (Xiong et al., 2007). In these works databases are dis-
tributed across a number of sites and each site only willing to share mining process
results, but does not want to reveal the source data. Techniques for distributed
database require a corresponding part of the true database at each site. Our
approach is complementary, because it collects only modified tuples, which are
distorted at the client machine.

Agrawal and Srikant (2000) proposed how to build decision tree over disturbed
data with randomization-based technique. Presented algorithm uses only contin-
uous attributes.

Paper (Agrawal and Aggarwal, 2001) extends solution proposed by Agrawal
and Srikant, but it does not take into account nominal attributes either.

Multivariate Randomized Response technique was presented in (Du and Zhan,
2003). It allows creating decision tree only for nominal attributes.

The proposition showed in this paper differs from those above, because it en-
ables data miner to classify perturbed data containing continuous and nominal
attributes modified using randomization-based techniques to preserve privacy on
individual level. This approach creates decision tree to classify the data.

1.2 Contributions of This Paper

Proposed solution makes Privacy Preserving Classification viable in real situations,
because it takes into account continuous and nominal attributes simultaneously.

1.3 Organization of This Paper

The remainder of this paper is organized as follows: In Section 2, we present
our new algorithm for building decision tree over distorted database containing
continuous and nominal attributes. The experimental results are highlighted in
Section 3. Finally, in Section 4, we summarize the conclusions of our study and
outline future avenues to explore.

2 New Proposals

To build decision tree over the data containing nominal and continuous attributes
distorted with the randomization-based technique we need to apply algorithms
shown below. The remaining problems should be solved in the way proposed in
(Agrawal and Srikant, 2000) and (Agrawal and Aggarwal, 2001).
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2.1 Modification of Probability Distribution Reconstruction Algorithm

Algorithm proposed by Agrawal and Srikant (2000), we will call it AS, was de-
signed to reconstruct probability distribution of continuous attributes. Its exten-
sion called EM and presented in (Agrawal and Aggarwal, 2001) uses continuous
attributes also.

To reconstruct probability distribution of nominal attribute we modified algo-
rithms mentioned above and called it EM/AS (Algorithm 1), because modifications
of both algorithms (AS and EM) give the same result.

The algorithm solves the problem: we have nominal attribute X with the
values v1, v2, v3, ..., vk. Value for each sample is modified according to probability
Pr(vp → vs) (probability that value vp will be changed to value vs) and we want
to reconstruct original probability distribution of attribute X .

Algorithm 1 EM/AS – nominal attribute probability distribution reconstruction
algorithm

Pr(X = vp)
0 := 1

k
, p = 1, ..., k

j := 0 //iteration number
repeat

Pr(X = vp)
j+1 = 1

n

∑n

s=1
Pr(vp→vs)Prj(X=vp)∑
k

t=1
Pr(vt→vs)Prj(X=vt)

j := j + 1
until(stopping criterion met)

Stopping criterion is the same as for AS and EM algorithm (we stop when
the difference between successive estimates of the original probability distribution
becomes small – 1% of the threshold of the χ2 test).

2.2 Assigning Reconstructed Values to Samples for Nominal Attributes

Having probability distribution reconstructed, we can assign reconstructed values
to samples, what allows us to choose the best test for a tree node using gini index 1.
Assigned values should not be treated as estimates of original values.

The problem to be solved is as follows:

We have modified values of nominal attribute, so we have probability distribu-
tion of modified attribute (i.e. P (Z = vi), i = 1..k), the number of all samples
n and reconstructed probability distribution (P (X = vi), i = 1..k). We want to
assign samples to reconstructed values taking into account reconstructed probabil-
ity distribution. To solve this problem we count the number of distorted samples
separately for each value of attribute (nZ(vi)) and estimate the number of original
samples (nX(vi) = P (X = vi)n).

Then we calculate the difference between nZ(vi) and nX(vi) and call it δ(vi).
For δ(vi) > 0 we have too many samples.

We look for samples corresponding to positive δ(vi) and assign them the value
for which we have negative δ(vj). We update values of proper δ(vi) and continue
process until all values of δ(vi) are zero.

1For details about gini index see (Loh and Shih, 1997).
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Figure 1: Probability distribution reconstruction for nominal attributes with probability
of retaining original value equal to 0.6.

Having completed the process, we have samples with the reconstructed values
assigned according to original (reconstructed) probability distribution.

In case of reconstructing probability distribution for each class, we perform
this process for every single class separately.

Moreover, having reconstructed probability distributions divided into classes,
we can choose the best test without assigning the values.

When the probability of retaining the original values is less than 0.5, we look
for samples starting from those which belong to the opposite group (e.g. when we
have sample which does not meet the test, then we start from samples which meet
the test).

Presented solution allows data miner to combine algorithms proposed in this
paper with those for continuous2 attributes and mine databases containing both
nominal and continuous attributes.

3 Experiments

This section presents the results of the experiments conducted with algorithm for
assigning reconstructed values to samples for nominal attributes combined with
EMAS algorithm.

3.1 Probability Distribution Reconstruction for Nominal Attributes

Figure 1 shows original, distorted and reconstructed probability distribution of two
nominal attributes: savings status (set credit-g) and cap-surface (set mushroom)3.

2Continuous attributes are modified with additive perturbation technique (Agrawal and
Srikant, 2000).

3All sets used in tests can be downloaded from UCI Machine Learning Repository
(http://www.datalab.uci.edu/).
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Figure 2: Information loss caused by incorporating privacy and reconstructing proba-
bility distribution using EMAS algorithm.

The probability of retaining the original value is equal to 0.6.
The reconstructed probability distributions are close to the original distribu-

tions. It means that we do not loose too much information.
The lack of precision in reconstructing is called information loss. The informa-

tion loss is defined as follows (Agrawal and Aggarwal, 2001):

Definition 3.1 Information loss I(fX , f̂X) equals half the expected value of L1

norm between the original probability distribution fX and its estimate f̂X .

I(fX , f̂X) = 1
2E[

∫
ΩX

| fX − f̂X |]

Information loss I(fX , f̂X) lies between 0 and 1. 0 means the prefect recon-
struction and 1 implies that there is no overlap between original distribution and
its estimate.

The information loss caused by incorporating privacy for nominal attribute is
shown in Figure 2. For probability equal to 1 the information loss is 0, because
there was no distortion. The less probability of retaining the original value, the
higher information loss. In general, the privacy causes information loss.

The accuracy of classification (the percentage of correct classified samples) for
Dna and Soybean-large sets is shown in the Figure 3. Both sets contain only
nominal attributes.

In the experiments we have several types of reconstruction. Global means
that we reconstruct probability distributions only in the root of a tree. In By

class we reconstruct separately for each class but only in the root node. For
Local reconstruction is performed in every node divided into classes. Local all –
reconstruction in every node without dividing into classes. Random means without
reconstruction.

For Soybean-large set we have higher accuracy for higher probability of retain-
ing original value. For Dna set we can observe the inverted bell shape (for Local
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Figure 3: Accuracy of classification for Dna and Soybean-large sets containing only
nominal attributes classified with EM/AS algorithm.
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Figure 4: Accuracy of classification for Australian and Sick sets containing nominal
and continuous attributes (Australian set classified with EM and EM/AS algorithms
and uniform distorting distribution, Sick set with AS, EM/AS algorithms and normal
distorting probability distribution).
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and By class reconstruction), because this set contains binary attributes.
Figure 4 shows the accuracy of classification for Australian and Sick sets (both

contain nominal and continuous attributes).
Like Agrawal and Srikant (2000) stated Local and By class seem to be the best

types of reconstruction. For 150%-200% privacy level the accuracy (Local and By

class) for Australian set is as high as without preserving privacy and for Sick set
is significantly better than without reconstruction. Results for normal/uniform
distorting probability distribution, respectively, were similar.

4 Conclusions and Future Work

We investigated the problem of building decision tree over perturbed data contain-
ing nominal and continuous attributes simultaneously. We focused on the situation
where we have centralized data distorted using randomization-based technique.

Effectiveness of the new solution has been tested on synthetic and real databa-
ses. The results of these experiments show that proposed algorithms can be used
in real situations.

In future works, we plan to investigate the possibility of extension of our results
to preserve privacy for target (class) attribute.
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